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Motivation
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Formal Analysis of embedded systems:

Increase safety

Prove correctness mathematically

Ful�ll certi�cation requirements

Accelerate debugging (and thus reduce cost)
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Hybrid Systems
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Discrete and continuous state

Interacting with each other
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dt = 1

dx
dt = 1.5=timer := 0

x � 40

x � 60

=timer := 0

coolingon coolingo�

timer � 5

3a/22



Hybrid Systems
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Discrete and continuous state

Interacting with each other

x � 40

x � 60

timer = 0

coolingo�coolingon

timer0= timer + � t
x0= x � 1.5� � t

x0= x + 1.5 � � t
timer0= timer + � t

timer0= 0
x0= x

timer � 5
x0= x
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Bounded Model Checking
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time

x

error trace

Encode behavior of hybrid system S in � k

� k := init( ~x0) ^
V

0� i< k trans(~xi ,~xi +1 ) ^
W

0� i � k target(~xi )

� k satis�able iff S has error trace of length � k

Atoms / primitive constraints like x + y � h, sin(z) = x,
a � 4

Check a SAT modulo theories (SMT) formula
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The iSAT Algorithm in a Nutshell
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Generalization of DPLL solving
manipulating interval bounds

x 2 [3, 7], y 2 [� 2, 25]

Deductions:
prune off de�nite non-solutions
- Unit propagation:

� � � ^ (x > 8 _ y = x2) ^ � � �
- Interval constraint propagation:

533 7
xx

49

y

25

9

-2

9

25

y = x2 ^ x � 3 ) y � 9
y = x2 ^ y � 25 ) x � 5

Decisions:
Split interval (e.g. at its midpoint),
propagate resulting bound

Con�ict-driven Learning:
- Deduction can yield empty box
- Learn reasons from implication

graph (con�ict clause)
- Jump back undoing decisions

Termination:
Stop search when
- unresolvable con�ict is found or
- reasonably small con�ict-free

box found

Use optimizations from propo-
sitional SAT (backjumps, two-
watched literal scheme, isomorphy
inference, restarts, . . . )
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Four Extensions
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Direct handling of ordinary differential
equations as constraints

Handling of stochastic constraint systems

Unbounded model checking using
interpolants

Parallelization of the solver
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Ordinary Differential Equations
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Transition relation in BMC formula: pre-/post
relation

ODEs: dynamics connecting pre and post
states

Goal: Use ODEs like other constraints to
prune off non-solutions from the search
space during deduction
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Propagation through ODEs
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Challenges in ODE Propagation
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Ef�cient algorithms for overapproximations of
ODE trajectories

Heuristics for using different enclosure
methods
- tight and slow
- coarse and fast

Embed methods into solver process
- calling often and propagating early
- calling seldom and propagating late

Symbolic knowledge (e.g. monotony,
stability) about ODEs to avoid expensive
enclosures
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Four Extensions
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Direct handling of ordinary differential
equations as constraints

Handling of stochastic constraint systems

Unbounded model checking using
interpolants

Parallelization of the solver
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Probabilistic Hybrid Automata
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T > 110�

T � 100�

T < 90�

0.94

0.06

T � 90�
1.0

t 0= t + � t

T 0 = T � � t � fcool

t 0 = t + � t

T 0 = T � � t � fcool

t 0= t + � t

cooling

remaining system

Probabilistic choice

Restrictions:

Fixed time step � t

Finite nondeterminism

Analysis goal: Is the probability of reaching an undesired
state within k steps always below a given
threshold?
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Randomized Quantifier
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ProbabilityP(1) = 1
2 P(2) = 1

3 P(3) = 1
6

x = 1 32

1
3

1
6

1
2

R

h(1, 1
2),(2, 1

3 ),(3, 1
6 )i x 2 f 1, 2, 3g : '
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Translating PHA into SSMT

Challenges in Constraint-based Analysis of Hybrid Systems – ERCIM CSCLP Workshop 2008, Rome
Andreas Eggers, Natalia Kalinnik, Stefan Kupferschmid, and Tino Teige, 2008-06-19

0.06

0.94
1.0 cooling bad

t 0 = t + � t
T 0 = T � � t � fcool

t 0= t + � t
T 0 = T � � t � fcool

t 0= t + � t
tr1

T � 90�
R

h(0,0.06),(1,0.94)i rtr 2 f 0, 1g :

9etr 2 f 1, 2g :

tr2

T > 110�

Stochastic SAT Modulo Theories (SSMT)

SMT formula with quanti�er pre�x

Quanti�er pre�x: existential and randomized quanti�ers
over �nite domains
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Solving SSMT with SiSAT
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� = 9x 2 f 0, 1g

R

h(0,P(0)=0.6),(1, P(1)=0.4) i y 2 f 0, 1g :

(x > 0 _ 2a � sin(4b) � 3) ^ (y > 0 _ 2a � sin(4b) � 1)

(0, 0.6) (0, 0.6)

x = 0

Pr = 0 Pr = 1 Pr = 1 Pr = 1

Pr = 0.6� 1 + 0.4� 1 = 1

2a � sin(4b) � 3
2a � sin(4b) < 1

2a � sin(4b) � 3

y y
Pr = 0.6� 0 + 0.4� 1 = 0.4

(1, 0.4)(1, 0.4)

unsat sat
2a � sin(4b) < 1

sat sat

x

Calling iSAT on SMT formula
(all quanti�ed variables substituted)

Traversing quanti�er tree

x = 1

Pr(�) = max(0.4, 1)= 1when threshold reached
. . . pruning o� branches
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Challenges in Solving SSMT Formulae
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Value and variable ordering heuristics:
Change the order of variables within
quanti�er groups to prune off more branches

Reuse of unsat and sat results from earlier
BMC instances

Give proofs actually certifying the calculated
probabilities

Extend scheme to in�nite nondeterministic
and continuous probabilistic domains
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Four Extensions
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Direct handling of ordinary differential
equations as constraints

Handling of stochastic constraint systems

Unbounded model checking using inter-
polants

Parallelization of the solver
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Unbounded Model Checking
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...

Overapproximation of
reachable state space

Unsafe target states
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Craig Interpolants
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init(~x0) ^ trans(~x0,~x1) ^ � � � ^ trans(~xk� 1,~xk) ) Intp ) : target(~xk)

Pre-�xed point of Craig interpolant w.r.t. transition
relation: property holds for all reachable states

 0  1  2  3  4  5  6  7  8
 0

 1

B
M

C

Fixed point not yet reached. Need to iterate.

(x0 � 0.5^ x1 = 0.5x0) ?) (x1 � 0.5)

Potential interpolant:x1 � 0.5

System is safe.
Target is unreachable.
Fixed point is reached.x0 � 0 is invariant.
(x0 � 0 ^ x1 = 0.5x0)

?) (x1 � 0)

Other interpolant:x1 � 0

x0 � 1 ^ x1 = 0.5x0 ^ x1 � 0 is unsat

Target: x � 0

x0 = 0.5 � x
x � 1
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Challenges in Interpolation
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Construction rules for interpolants in the
non-linear domain, e.g. generalizing Pudlák's
algorithm (1997) from the propositional case

Heuristics to �nd “good” in-
terpolants (size, strength,
computational cost to ge-
nerate)
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Identify subclasses of hybrid systems
(undecidability) for which a given type of
interpolation is guaranteed to terminate
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Four Extensions
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Direct handling of ordinary differential
equations as constraints

Handling of stochastic constraint systems

Unbounded model checking using
interpolants

Parallelization of the solver
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Challenges in Parallelization
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Exploit potential of parallel hardware

Intra-BMC parallelism:
- OR parallelism (fork at decisions)
- Different heuristics / parameters
- Parallelized deductions
- Different search depths
- Fork restarted solvers

Inter-BMC parallelism: parallel handling of
different BMC instances

Minimize communication overhead

Need heuristics (e.g. in con�ict sharing)
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Conclusions
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Appendix
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Wrapping effect
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Spotlight - Wrapping Effect

Challenges in Constraint-based Analysis of Hybrid Systems – ERCIM CSCLP Workshop 2008, Rome
Andreas Eggers, Natalia Kalinnik, Stefan Kupferschmid, and Tino Teige, 2008-06-19

(problem described already by Moore, 1965)
Wrapping Effect

u1

u2 Coordinate Transformation
y

[c, d]
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(from M. Neher, K. R. Jackson, and N. S. Nedialkov, “On Taylor Model Based Integration of ODEs”, 2007)
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