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Motivation

® Analysis of complex embedded systems
® |nteraction of discrete and continous dynamics
® Continuous behavior can be described by ODEs

® Goal: prove correctness or nd examples for incorrect
behavior
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Characteristics of Hybrid Systems

e Discrete modes and mode changes (jumps)

e Continuous evolution of real-valued variables
while in a mode ( ows)

e Mode Iinvariants may constrain ows

e Jumps may depend on conditions on
variables (guards)

e Jump actions may change values of variables
e System may contain non-determinism

e State consists of mode and variables'
valuation
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Formal Model: Hybrid Automata

A height x

Example: bouncing ball

_ time
x=0 A velocity v

AN

time
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Formal Model: Hybrid Automata

A height x

Example: bouncing ball
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time
x=0 velocity v
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time
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Bounded Model Checking of Hybrid Systems

GUARDS & ACTIONS

\ X A
N

/AR

JUMP

timg
= error trace

CONTINUOUS
DYNAMICS

Model checking question:
Can the system reach an unsafe state within k (discrete or continuous) steps?
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Hybrid Automata

A hybrid automaton A
A = ( Vars; Modes; Init; Flow; Jump)
Init = f(m; Inity,) ] m 2 Modesg

Flow = f (m; ODE,; Invary,) ] m 2 Modesg
Jump = f(m; Guardmmo; Actionm.ms; Mm% j m; m°2 Modesg

Semantics
Valuation :Vars! R
Run :hmg o t, Mo; Mol Th myq; 4l g, Maq; ~ql |
where
hmg; ol j= Init
m;: i ¢, hm;i; i j= Flow
hmi; Nilh Mis; j+1ij= Jump
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Semantics continued

Initial conditions: mg; ol j= Init
9 (m;Inity) 2 Init: mg= m” ¢ F Init,

Jumps: mi;Nith mMiyq; j+11)= Jump
9 (m; Guardmy:me; ACtioNm:me; MY 2 Jump :
m =m~” miy; = m°
NN FE Guardmme™ (M i+1) F OACtionm:mo

Flows: mm;; i ¢, hm;; i j= Flow
9 (m; ODE,; Invary,) 2 Flow; with ODE, = d%=gt(t) = f(%(t)) :
m; = m

NOx:R! O R": %(0)= (3" %( t)="i(%
N8 210, ti]: %( ) F Invary
A dxsgr( ) = T(%( )
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BMC and Constraint Solving

#i 2 [19; 25]
c=0

Heat o
d#i =dt= 01 (# #o)
dc=dt= 005 c
# 19 _c 004

#i 19
#i 21
c 004 !
Heat on
d# =dt= 0:2 (35 #i)
01 (# #o)
dc=dt=0:01 0:05 c
\ #i 21 ]
#i 2 [15;21]
c=0
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BMC and Constraint Solving

init =
# 2 [19; 25] 10 #, 20"c=0
£=0 . 19 # 25": on
_ 15 # 21”on
Heat o e
gﬁi:z?t:: oooé g#i #o) ( :on®on# 1970 c 004
# 19 _c 004 No#)= N H) = #Ho M U= 0)
_(onn:on™# 21
# 19 y o A OHO= g A #O = ¢, N P= ()
c 0:04 | _( :on”: ond
ASh = 0L #Ho)
Heat on A ode = 005
d#; =dt= 0:2 (35 #) A E’;_O 19 @ 004N #0= #)
01 (#  #o) Lo :
dc=dt=0:01 005 c _ ( on”™on
21 J A9 =0:2 35 0:3% +0:1#,
A %=0:01 005
AN 0 A #0 —
#; 2 [15;21] #2017 #o = #o)
c=0 target =
(c>01)

Bounded Model Checking (BMC): Check satis ability of SMT formu la
k = Init (Xg) ™ trans (Xg;x1) ™ M trans (Xx 1;Xk) " target (xg)
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SAT Modulo Theories Formulae

Bounded Model Checking (BMC): Check satis ability of SMT formu la
k = init (Xg) ™ trans (Xg;x1) ™ M trans (Xx 1;Xk) " target (xg)

e Boolean combination of potentially non-linear
arithmetic atoms over integer- and
real-valued variables, including ODEs

e Goal;: Determine whether or not there Is a
satisfying valuation for the variables of this
formula
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Satis ability of ODE constraints

A valuation satis es an ODE constraint
9 trajectory (solution of the ODE) connecting valuati@dX;+1

valuation of X4

valuation of x; -
A e -~
time
—
to, 1= 15
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Satis ability of ODE constraints

Given an ODE constraint

C: %%‘(t) = (%),
the valuation v of two successive BMC instances
V(%) and v(x+,) satis es ciff there exists a
function x : t 7! %(t) such that

e %(0) = v(%) (correct starting point),
e there exists a point of time  such that
%( ) = V(%+1) (correct ending point),

eandforallt2 [0; ]:9%(t) = () (correct
slope in between).
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ISAT: A Solver for SMT Formulae

hybrid system '=--____ error trace
,,,,,,,,,,,,,,,,,,,, 5 T SAT : this valuation
I 7T~ satises
' predicative encoding
' UNKNOWN - in this small
boundzzjrrgglmaai Solver - bo>_<bthere might be a valuatior
satisfying

UNSAT : no valuation
within the given domain can
satisfy
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The ISAT Algorithm in a Nutshell

Generalization of DPLL solving manipu-

lating interval bounds
X2 [3;7, y2[ 2;25]
Deductions:
prune off de nite non-solutions
- Unit propagation:
N (X> 8 _y= XZ)/\
- Interval constraint propagation:

49

255 -

Application of Constraint Solving and ODE Enclosure Method

Decisions:
Split interval (e.g. at its midpoint), pro-
pagate resulting bound

Con ict-driven Learning:
- Deduction can yield empty box
- Learn reasons from implication graph

(con ict clause)
- Jump back undoing decisions

Termination:
Stop search when
- unresolvable conict is found or
- reasonably small con ict-free box

found

Use optimizations from propositional
SAT (backjumps, two-watched
literal scheme, isomorphy inference,

restarts, ...)
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The ISAT Algorithm in a Nutshell

Deductions:

prune off de nite non-solutions Goal: Handle ODEs directly

- Unit propagation: . : .
bropad _ o9 Add a similar deduction mechanism
(x>8_y=x9)"

Interval raint Bropagation: for ODEs that
- Interval cons T‘?"” propagation. - - works with intervals,

40 <I . . . . . . . . . I” . . . . . . . . . . y

- prunes off de nite non-solutions,
and

- safely keeps all solutions.

)  Enclosure mechanism for ODEs

y=x?"y 25) x 5
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ODE Enclosures as Propagators

forward propagation backward propagation
5///1///1 NV MV VNN 7 5!\\\\\\!‘ 71 7 7 7 N\
P 7 2NN ANNANNN—// VAV AN NNN~~/ /7 / 7=\ \
[ 11T 7 =N\ \ \ \ \\\—// VAV VAN NNN~~// /) / /=X
x(2 [T T T8N\ \ \ \ \~—// VAV ANNANN~~// /7 /=N \
postbox [ [ [ [ [T 7NN N NN NS/ RV VNV ANANNN~—/ /7 7/ /o~ A\ A
L) 7 =>~NAN\N NN\ ~—// VAV AVANNNN~~/// /7 /=N \
[ 11177 —=~N NN\ NN\ ~—// VAN ANNN\NN~—///// /=N \
L) 7 72N NAN N\ N ~— VA ANNNN~—///// /=N \
st L] 2~ \\\ N N\ N\ ~— S/ 3 \VAANNN N~~~/ / / / /=N \1
A Y Ve NN NN ~— VANNNN~—//// / /=N \
N /¥4 VANNN\NN—~—~// / /7 ——N\
/a4 \ANN\NN\N—~——// / /7 ——~\
201010 [ 777 2 \NNN\N———7 /== N\
/a4 N\ \N\N—— N\
Y &Y Vav4 W\ NN\ N—— /NN
s N N R g N\
prebox’ NN\ N
X(1)|:| 2 S S s ——— — —~————— — — — — |:| NN N N~~~ ~ E
0 | | | | 0 | | | |

0 1 2 3 4 5 0 1 2 3 4 5
] - ]
horizon

time of interest
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VNODE-LP as Enclosure Method

15

10 —

R I

Nt/ |

enclosures at (very tight) time intervals

10 - determined by VNODE-LP 7
... up to a given horizon

15 ! ! ! ! !
0 5 10 15 20
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VNODE-LP as Enclosure Method

15

a-priori enclosures determined by VNODE-LP

m/\\ |

10 —

15 ! ! ! ! !
0 5 10 15 20

A-priori enclosures / bounding boxes constitute a dense
enclosure over entire timespan — but may be very coarse.
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Generating tighter dense enclosures

15

10} given postbox  boxes that finally i
Intersect with the

ol ‘postbox _
—

N o b i |

ol \ i
\ /
\ // selectively tightened

10 - a-priori enclosures boxes 7

15 | | | | |
0 5 10 15 20
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Using the ODE Enclosures. ..

. initial postbox
~ \\\L////

_20 0
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Using the ODE Enclosures. ..

tighte/r]ed/pb/stbox and TOI
M

initial postbox

\\!’/

_20 0
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Backwards propagation

e Multiply right-hand side of ODE with 1
e Exchange role of pre- and postbox
e Otherwise, use the exact same method
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Integrated Algorithm (Example)

_____________________________________
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Integrated Algorithm (Example)

(CCEEZEFD " (v 28_a"(a_F=2 B x)
a2f0;1g;x12 [1G20x>2 [ 5;7],y 2 [O; 30]

_____________________________________
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Integrated Algorithm (Example)

CEEEID " (v 28_a"(a_F=2 B X)
a2f0;,1g;x12 [10,20[ x> 2 [ 5;7],y 2 [O; 27]

S . y<30 X1+ X2 >y
2 X1 2 [1020]
X22 [ 57]
y<Xi1+Xp 27

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,
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Integrated Algorithm (Example)

xi+x2>y)" (FEE_a"Ca_%=5 B Xx)
a2f0;,1g;x12 [10,20[ x> 2 [ 5;7],y 2 [O; 27]

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,
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Integrated Algorithm (Example)

(x1+x2>y)*(y 28E)"(Ca_$=5 B X)
a2f 19;x12[10,20x,2 [ 5, 7],y 2 [0;27]

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,
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Integrated Algorithm (Example)

(x1+ X2>y)"(y 28_a)" (HELS =5 (3 X))
a2f 19;%x12[10,20x,2 [ 5; 7]y 2 [0;27]

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,
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Integrated Algorithm

e ODE deductions can yield new bounds for
variables

which can be propagated by the other
deduction mechanisms

which can cause con Icts

reasons for con icts can be added as con ict
clauses

e ODE deductions are (way) more expensive

e Heuristics: Run ODE deductions after other
deductions

Application of Constraint Solving and ODE Enclosure Method s to the Analysis of Hybrid Systems

Andreas Eggers, Martin Franzle, Christian Herde, 2009-09-22, ICNAAM 2009, Crete
Carl von Ossietzky Universitat Oldenburg, Department of Computing Science, Research Group Hybrid Systems

20/22



Summary

e Use constraint solving for bounded model
checking of hybrid systems

e Formulae whose satis abllity is to be checked
contain ODEs coming from the hybrid system

e Use ODE enclosure methods to safely enclose all
trajectories emerging from a box over a dense
time interval

e Enclosure yields new bounds that are used for
propagation in ISAT solver

e Deductions in both temporal directions
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Challenges and Outlook

ODEs with inputs
Applications may contain ODEs with ...

® parameters (that stay constant)
L]
e inputs (that may change over time) -
== S WItn INPULS
/\ Inputs —=|  System Controller

Applications may contain ODEs with ...

® parameters (that stay constant)

® inputs (that may change over time)

'

/\ Inputs —®  System Controller
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Challenges and Outlook

ODEs with inputs
Applications may contain ODEs with ...
® parameters (that stay constant)

e inputs (that may change over time)

. ,
i Invariants for ows
m Drop parts of the enclosure that leave a given
7N ow Iinvariant (could be a box, could be more
complex)
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Challenges and Outlook

Wrapping effect between BMC steps

® parameters (that stay constant)

e inputs (that may change over time)

Wrapping effect is fought only within ODE pro-
pagation , not from one BMC step to the next

Wrapping effect is fought only within ODE pro-
pagation , not from one BMC step to the next

- Q

X1, Y1

X2, Y2
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Challenges and Outlook

ODEs with inputs
Applications may contain ODEs with ...
® parameters (that stay constant)

e inputs (that may change over time)

I/\ nputs —={  Sysem Contoler

Invariants for ows

Drop parts of the enclosure that leave a given
ow invariant (could be a box, could be more

Wrapping effect between BMC steps

Wrapping effect is fought only within ODE pro-
pagation , not from one BMC step to the next

- @

Taylor Models better for nonlinear ODEs

Large initial boxes and large timespans may
be problematic for any “traditional” method on
nonlinear ODEs

Taylor Models better for nonlinear ODEs

Large initial boxes and large timespans may
be problematic for any “traditional” method on
nonlinear ODEs
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Challenges and Outlook

ODEs with inputs
Applications may contain ODEs with ...
® parameters (that stay constant)

e inputs (that may change over time)
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Challenges and Outlook

ODEs with inputs

prascsinwiieiiy e Applications may contain ODEs with ...
HE - parameters (that stay constant)
—— - Inputs (that may change over time)

Invariants for ows

Drop parts of the enclosure that leave a given

e Drop parts of the enclosure that leave a given ow

& N\ invariant (could be a box, could be more complex)

e Fight wrapping effect between BMC steps

Wrapping effect is fought only within ODE pro-
pagation , not from one BMC step to the next

e Large initial boxes and large timespans may be
problematic for any “traditional” method on
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nonlinear ODEs
_
T e e Other deductions may cause requests to enclosure

nonlinear ODEs

methods for subboxes of previously performed
enclosures — iterative schemes may be bene cial

Iterative re nements from iSAT

¢ ISAT allows learning of symbolic constraints  —
Taylor models might be learnt directly as better en-
—— closures than boxes
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Generating tighter dense enclosures

Assume time-invariant ODE.

enclosure arourig
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Generating tighter dense enclosures

Assume time-invariant ODE.

enclosure arourig
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Generating tighter dense enclosures

Assume time-invariant ODE.

C> enclosure ovélp; to + h]
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Generating tighter dense enclosures

Assume time-invariant ODE.

representing enclosure

i enclosure arourtg + h
L e over|tp; to + h]
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Generating tighter dense enclosures

Assume time-invariant ODE.

enclosure arourig + 2h
representing enclosure
over[tg + h;tg+ 2h]
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Selectively Tightening Enclosures
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